
 

 

Patron Confidentiality Policy 

Purpose 

The Schoharie Free Library Association (SFLA or the Library) is committed to protecting 
each patron's right to privacy and confidentiality regarding information sought or 
received, materials consulted, borrowed, acquired, or transmitted. The policy aims to 
provide a clear understanding of the extent and limitations of SFLA’s protection of 
privacy and confidentiality of its patrons.  

Application  

Definitions:  

Library staff - those employed by the SFLA, including the following positions: Library Director, 
Librarian, Program Director, Clerk and Assistant.  

Patrons - Those who utilize the Library and the Library property, its resources and materials. 

Trustees- Those serving in elected positions on the SFLA’s Board of Trustees 

Personally Identifiable Information (PII) - Any data that can be used to distinguish or trace an 
individual’s identity, either alone or when combined with other linked or linkable information. 

Policy 

In accordance with New York State Civil Practice Law Section 4509, Library records which 
contain Personally Identifiable Information (PII) shall be confidential. Library records may 
include, but are not limited to: 

●​ Circulation of library materials, 
●​ Computer database searches, 
●​ Interlibrary loan transactions, 
●​ Reference queries, 
●​ Requests for photocopies of library material 
●​ Title reserve requests,  
●​ The use of audio-visual materials, films or records, 
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●​ Registration and attendance at events,   
●​ Photography and media images  

Library records linking a patron’s name or PII to library use are confidential. CPLR 4509 permits 
disclosure of patron library records only to the extent necessary for proper operations of the 
library. Normal operations include, but are not limited to, circulation of library materials, program 
registration information, and information retrieval records. 

 Disclosure is prohibited except: 

a.​ With the request or consent of the patron  
b.​ Library staff acting within the scope of their job duties  
c.​ Pursuant to a court order or subpoena 

The Library does not record patron usage of library materials, interlibrary loan requests for 
material outside of the system, usage of database searches, or uses of library computers.  The 
Library will not sell, lease or otherwise distribute or disclose patron’s PII  to outside parties 
unless required by law. 

Minors 

The Library recognizes that all minors have the same privacy rights as adults regarding their 
use of library materials and services.  

Records relating to a minor’s Library account, including materials checked out, fines, computer 
use, and program participation, are confidential and shall not be disclosed to parents, 
guardians, or other individuals except: 

●​ With the consent of the minor;  
●​ As required by law or court order 

Parents and guardians are responsible for monitoring and guiding their children's library use and 
reading choices. The Library does not act in loco parentis (in place of the parent) and does not 
restrict a minor’s access to library materials based solely on age, except as required by law. 

Parents or guardians who serve as financial guarantors for a minor’s library card may receive 
limited information necessary to resolve account-related matters, such as notice that materials 
are overdue or that replacement charges exist. Library staff shall disclose only the minimum 
information necessary to address the account issue. 
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Law Enforcement Requests 

If a law enforcement agency official is requesting information, the Director shall be contacted. In 
the event that the Library Director is unavailable, the President of the Board of Trustees shall be 
contacted.  The Director will ask to see law enforcement individual’s identification and 
photocopy the ID. If the law enforcement officer does not have a court order, the Director will 
cite the state’s confidentiality law (CPLR 4509) and inform the officer that the users’ records are 
not available except when a proper court order in good form has been presented to the library.  
Without a court order, law enforcement has no authority to compel cooperation with an 
investigation or require answers to questions other than the name and address of the person 
speaking to law enforcement. If the law enforcement presents a subpoena, the Director will 
contact the President of the Board of Trustees, seek guidance from the Library System Director, 
and seek legal counsel if necessary. If the law enforcement presents a warrant, to either staff or 
Director, do not interfere with their search and seizure. The Director and legal counsel should be 
contacted as soon as possible. The Director will keep a record of all legal requests.  The 
Director will keep a record of all costs incurred by any search and/or seizures.  A search warrant 
issued by a FISA (Foreign Intelligence Surveillance Act) court contains a “gag order.”  That 
means that no person or institution served with a warrant can disclose that the warrant has been 
served or that the records have been produced pursuant to the warrant.  The library and its staff 
must comply with this order.  No information can be disclosed to any other party, including the 
patron whose record is the subject of the search warrant.  

Third Party Vendors & Databases  

The Library will not distribute or disclose a patron’s email address, postal address, phone 
number, borrower records or other personal information to outside parties.  The Library does not 
share PII with third party vendors.  Library patrons who utilize remote databases are 
authenticated with their library card number.  Database vendors do not have access to user 
records or information.  Some Library website pages contain links to external sites not 
maintained by the Library.  The Library cannot be responsible for a patron’s privacy when the 
patron discloses information to outside websites.  Visitors to those websites are advised to 
check the privacy statement of each site to learn how the website will use the information.   

Data Security & Retention  

The Library’s information system and computer servers are managed by Joint Automation 
Council (Mohawk Valley Library System (MVLS) & Southern Adirondack Library System) and 
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data security is governed by their policies (For information on these policies please go to 
https://jacouncil.sals.edu/).   

The Library follows standards for Records Retention and Disposal as stated in the adopted 
MVLS Policy 2.2, in accordance with the New York State Archives records retention schedule.   

Responsibility 

 The Library Director or a designee holds responsibility for providing documents related to the 
policy to any concerned parties.  The Library Director is responsible for training staff and 
complying with this policy.  

Public Areas & Photography/Media 
Photographs, video recordings, and other media created by library staff and/or maintained by 
the Library, that identify a patron's participation in library programs or services may constitute 
confidential library records under applicable law and shall be handled in a manner consistent 
with this policy.  

The Library respects patron privacy and must obtain consent before using identifiable images of 
patrons, as follows:  

Minors (age 17 and under): ​
Photographs or video recordings in which a minor is readily identifiable shall be used 
only when a parent or legal guardian has provided written consent through the 
library's media release form. The Library will not publish a minor's full name or other 
personally identifying information in connection with photographs or recordings unless 
separate written consent is obtained. 

Adults:​
Photographs or video recordings in which a patron is readily identifiable shall be used 
only when the patron has provided written consent through the Library's media 
release form. The library will not publish a patron’s full name or other personally 
identifying information in connection with photographs or recordings unless separate 
written consent is obtained. 

Patrons and parents/guardians may revoke previously granted consent for future use by 
submitting a written request to the Library Director. Revocation shall not apply to materials 
already printed, published, or distributed prior to receipt of the request. 
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Library staff may take photographs or video recordings of patrons for such purposes as 
promotion, publicity and news to inform the public of the library and its services, provided they 
have completed the Patron Photo/Media Consent Form .    

The library shall maintain records of the Patron Photo/Media Consent Form. Such forms will 
either be kept with a patron’s online registration form or in hard copy at the Library.  All Patron 
Photo/Media Consent Forms shall be effective for the duration of the calendar year in which it is 
signed. Patron Photo/Media Consent Forms require annual renewal.  

Authority 

This policy is adopted pursuant to New York State law, including New York Civil Practice Law 
and Rules Section 4509, and the Library's commitment to protecting intellectual freedom and 
the privacy rights of all users. 

 
Appendix:  
Photo/ Media Consent Form  

Adopted: 08/12/26​
Reviewed: __________​
Revised: __________ 
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